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Abstract

The rapid production deployment of generative Al and autonomous agents has exposed structural gaps in classical enterprise
security architecture. Perimeter, identity, CASB, and DLP controls were designed for relatively static, human-initiated flows;
they lack the content-awareness, identity context at machine speed, and bidirectional mediation required when agents
dynamically retrieve enterprise data and invoke external or internal models. This paper argues that a dedicated Al Control
Layer — a policy enforcement and mediation point sitting between enterprise consumers (users, applications, agents) and both
data resources and Al services — is becoming a necessary security primitive. Using Hexguard Al as a concrete architectural
realisation, we examine its core functions, expand the threat model, map regulatory obligations more precisely (EU Al Act post-
Digital Omnibus, NIST Al RMF, Australian guidance, and related regimes), and critically compare the control-layer pattern
against LLM/AI gateways, Al/LLM firewalls, model-native guardrails, and agent runtime policy engines. The analysis is intended
for security researchers, enterprise architects, and practitioners responsible for the secure operationalisation of generative
and agentic systems.

1. Introduction

Enterprise use of large language models and agentic systems has moved from experimentation to production. These systems
routinely require access to internal data (documents, databases, customer records, source code) and external or internal model
endpoints. The resulting interaction surface introduces several high-impact risks:

e Uncontrolled exfiltration of sensitive data into third-party models;

¢ Privilege escalation by autonomous agents;

¢ Shadow Al usage outside formal governance;

e Lack of consistent policy enforcement across heterogeneous model providers;
e Insufficient audit trails for regulatory and forensic purposes.

Classical security tools were not designed for this dynamic, content-aware, multi-model interaction pattern. A new
architectural construct — the Al Control Layer — has therefore emerged as a necessary mediation point.

2. The Al Control Layer: Definition and Role

An Al Control Layer is a policy enforcement and mediation point that sits between enterprise consumers (users, applications,
and agents) and the resources they seek to reach: enterprise data systems and Al models/tools.

Its core responsibilities include:
¢ |dentity and least-privilege access control — bind every request to a verified identity and evaluate permissions at

request time;

¢ Content inspection and data protection — detection, masking, redaction, or blocking of sensitive information before it
reaches a model (and, where appropriate, inspection of model/tool outputs);

¢ Organisation-wide policy evaluation — consistent rules across users, applications, agents, data sources, and models;
¢ Model governance and usage controls — allowlists, routing, budgets, rate limits, and provider-agnostic mediation;

¢ Comprehensive logging and auditability — a unified, tamper-evident trail of identity, data accessed, policy decisions,
model/tool invoked, and timestamps.
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The defining characteristic is that all Al-related traffic is forced through a single governed path. This creates a consistent point

of control independent of which model provider is used and independent of whether the request originates from a human, an
application, or an autonomous agent.

3. Why a Dedicated Control Layer Is Necessary

3.1 Model Heterogeneity and Change

Enterprises increasingly use multiple model providers and may switch or add models rapidly. Security and governance logic
must remain external and portable so that the control posture does not reset with every provider change.

3.2 Bidirectional Data Flows

Agents both read enterprise data and send data to models. Controls must protect information in both directions — preventing
sensitive content from leaving the organisational boundary and ensuring that model outputs do not inappropriately re-enter
or trigger privileged actions.

3.3 Agent Autonomy

Autonomous agents can chain tool calls and data accesses at machine speed. Without mediation on every step, the blast radius
of a compromised or misaligned agent becomes difficult to contain. Request-time least-privilege evaluation and deterministic
tool-call policy are essential.

3.4 Regulatory and Accountability Requirements

Regulators are placing increasing emphasis on demonstrable control over Al systems. In the European Union, the Al Act (as
amended by the Digital Omnibus, Regulation 2026/1744) requires risk management, data governance, transparency, human
oversight, and detailed record-keeping for high-risk systems. In the United States, the NIST Al Risk Management Framework,
Executive Orders on trustworthy Al, sector-specific regulations, and FTC enforcement create strong expectations for
accountability and evidence of control. Other jurisdictions, including the United Kingdom, Canada, Singapore, Japan, and
Australia, are introducing similar requirements focused on oversight and auditability. A dedicated control layer provides a
practical architectural point at which these obligations can be consistently enforced and evidenced.

3.5 Shadow Al

When Al tools are adopted outside IT visibility, organisations lose the ability to enforce data-handling policies. A mandatory
control layer restores visibility and governance, provided enforcement coverage (network, endpoint, or mandatory proxy) is
adequate.

4. Hexguard Al Architecture

Hexguard Al implements the control-layer pattern as a dedicated Enterprise Al Control Layer. The architecture is illustrated in
Figure 1.
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Figure 1. Hexguard Al Enterprise Al Control Layer architecture. Source: Hexguard Al.

The diagram shows the mandatory mediation path. At the top, People, Applications, and Al Agents (employees and teams,
business apps and workflows, internal and external agents) send requests/prompts and receive governed responses. The
central Hexguard Al layer performs six core functions: Identity & Access, Policy Enforcement, Data Protection, Visibility & Audit,
Model Governance, and Usage & Cost Controls. Below, authorised data access flows to Enterprise Data (databases, files &
documents, knowledge bases, APIs & tools), while governed Al requests and responses connect to the Al Ecosystem (OpenAl,
Claude, Gemini, Bedrock, other models, and Tools & MCP).

Supporting call-outs emphasise two design intents: (1) Enforce Enterprise Policy — consistent security, compliance and
governance across every Al interaction; and (2) Unified Control & Visibility — one layer to manage access, data, models, usage
and risk.

Key design properties realised by this architecture:

¢ Provider-agnostic mediation — the control layer remains stable when models or tools change;

e Pre-model data protection — sensitive content is inspected and protected before it reaches any model;
¢ Unified policy surface that applies equally to human users, applications, and autonomous agents;

e Bidirectional governance — both data access and model/tool interactions are mediated;

e Full interaction visibility and auditability in a single trail.

5. Expanded Threat Model and Security Benefits

A precise threat model distinguishes classes by impact and the point at which a control layer can intervene. Table 1 summarises
the principal threat classes, typical attack paths, and the relative strength of mitigation provided by a mature Al Control Layer.

Threat Class Typical Attack Path Mitigation Strength

Sensitive data leakage / exfiltration Prompt construction, RAG retrieval, agent tool calls sending PIl, High — pre-model content inspection +
secrets or proprietary data to external models masking/blocking

Over-privileged or misaligned agents  Compromised agent identity, prompt injection leading to tool = High — identity-aware least-privilege on every
abuse, confused-deputy scenarios request + tool allowlisting

Inconsistent policy across models Model switching or multi-provider usage with divergent High — central policy independent of backend
guardrails

Shadow Al Browser extensions, desktop apps, personal APl keys bypassing Medium—High (depends on enforcement
formal paths coverage)
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Lack of audit / forensic readiness

Prompt injection / jailbreak - data or
tool abuse

Model switching / supply-chain risk

Cost / abuse / resource exhaustion

Multi-agent coordination risks

Any Al interaction without structured logging

Direct or indirect (via retrieved documents) adversarial input

Rapid adoption of new models changing security posture

Runaway agent loops, shared keys, uncontrolled token spend

Cascading actions across agents without human visibility
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High — unified structured trail of identity + data
+ decision + model

Medium — High — content inspection helps;
deterministic tool-call policy is stronger

High — controls remain stable

High — usage & cost controls at the mediation
point

Medium-High — requires mediation of Human

as inter-agent as per Enterprise Policy

Table 1. Expanded threat model and relative mitigation strength of an Al Control Layer.

Critical observation: Semantic guardrails (prompt/response classifiers) are probabilistic and can be bypassed. Deterministic
controls on identity, tool invocation, and data classification are harder to evade and should form the primary enforcement
layer. Content inspection remains essential for data protection but should not be the sole defence.

Auditability is treated as a core function. Hexguard creates a unified audit trail that captures the identity of the requester, the
data accessed, whether sensitive content was detected or protected, the policy decision taken, the model or tool invoked, and
relevant timestamps. This record supports regulatory examinations, security incident investigation, internal oversight, and
forensic readiness.

6. Deeper Regulatory Mapping

A control layer is not merely a security convenience; it is an architectural point at which multiple regulatory obligations can be
consistently enforced and evidenced.

6.1 European Union — Al Act (post Digital Omnibus)

High-risk obligations for most Annex Il systems now apply from 2 December 2027 (Annex | product-embedded systems from
2 August 2028), following Regulation (EU) 2026/1744. Transparency obligations under Article 50 already apply. Relevant
requirements that a control layer directly supports include:

¢ Article 12 (Record-keeping) — automatic logging of events over the system lifetime for traceability, post-market
monitoring, and operational oversight. A unified audit trail of identity, data, policy decision, and model/tool is a practical
implementation;

¢ Article 14 (Human oversight) — systems must be designed so natural persons can understand, override, or interrupt.
Mediation points that can enforce human-in-the-loop approval for high-risk actions support this;

¢ Articles 9 & 10 (Risk management and data governance) — consistent policy and data-protection controls reduce the
risk surface;

¢ Deployer obligations (Article 26) — log retention, human oversight assignment, and use according to instructions.

6.2 United States — NIST Al Risk Management Framework

The NIST Al RMF 1.0 organises risk management into four functions — Govern, Map, Measure, and Manage. A control layer
maps cleanly onto these:

e Govern — policies, accountability structures, and third-party risk can be centralised at the control layer;
e Map — inventory of Al systems and data flows becomes feasible when all traffic is mediated;

¢ Measure & Manage — continuous logging and policy decisions provide the telemetry and intervention points required
for ongoing risk treatment.

6.3 Australia and Other Jurisdictions

Australia’s Voluntary Al Safety Standard (evolved into Guidance for Al Adoption) emphasises accountability, risk management,
transparency, testing/monitoring, and human control. Proposed legislative measures announced in 2026 signal a move toward
requiring demonstrable safety systems. Similar expectations exist in the United Kingdom, Canada, Singapore, Japan, and sector-
specific US rules. The control layer supplies a single architectural locus rather than requiring every application and agent to
implement these controls independently.
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7. Comparison with Related Approaches

The control-layer pattern overlaps with, but is distinct from, several emerging categories. Table 2 provides a structured

comparison.
Approsch primary Foous ________[strengths ___________lmitations s Fll Control Layer
LLM / Al Gateways Routing, multi-model access, Model abstraction, cost control, Often weaker on deep enterprise data
(Portkey/Prisma, F5, LiteLLM, cost/usage, basic auth, failover; many now include policy  protection and bidirectional data-flow
Kong, Bifrost, etc.) observability; increasingly guardrails and logging governance; shadow-Al coverage depends on
& MCP endpoint enforcement
Al / LLM Firewalls Prompt/response inspection, PlI Semantic defence against injection Primarily content-focused; limited
redaction, prompt-injection and leakage identity/context for agents; tool-call and
detection, toxic content data-access control often secondary
Model-native guardrails Provider-specific input/output Low friction, tuned to the model Vendor lock-in; inconsistent across providers;
(Bedrock, Azure Content Safety, filtering no enterprise data or identity context;
provider filters) cannot govern tool calls outside the model
Application-level controls Custom logic inside each app or Full application context Inconsistent, hard to maintain at scale, easily
agent framework bypassed by new agents or shadow tools
Agent runtime policy engines Deterministic allow/deny/modify on Strongest for agent action safety;  Often scoped to a single runtime or
(NeMo Guardrails, APL, tool calls, actions, and paths can be fail-closed and low-latency  framework; may lack enterprise data
PointGuard-style, OPA-style) classification or multi-provider mediation
Network / CASB / traditional DLP Traffic or Saa$S control Mature for known channels Lack deep content understanding of

prompts/tool arguments and fine-grained
agent identity. Inconsistent in working in
multi Agent environments.

Table 2. Comparison of the Al Control Layer pattern with related approaches.

Synthesis: Pure gateways excel at model access and cost; pure firewalls at content threats; pure runtime engines at action
authorisation. A mature Al Control Layer unifies identity, data protection, policy, model governance, and audit into one
mediation point that covers both the data plane (enterprise systems) and the Al plane (models + tools). Hexguard Al is
positioned in this unified category. Organisations will often compose a gateway + content inspection + runtime policy; the
architectural question is whether these are stitched together or provided as a coherent control plane.

Alternative approaches that fall short of a dedicated, inline control layer include post-hoc monitoring (detects problems after
data has already left the controlled boundary) and purely network-centric controls that lack simultaneous identity context and
content understanding — the only point at which both are available is the moment of interaction itself.

8. Limitations and Residual Risks

An honest assessment must acknowledge residual risks:
¢ Enforcement coverage is only as good as the traffic forced through the layer; shadow Al remains a residual risk without
complementary endpoint or network controls;

¢ Latency and availability of the control layer itself become critical; high-availability design and graceful degradation
policies are required;

e Complex multi-agent systems may require the control layer to understand inter-agent protocols — still an evolving
capability across the industry.

9. Conclusion

As generative and agentic systems move into production, the absence of a dedicated mediation point creates material gaps in
data protection, policy consistency, least-privilege enforcement, and accountability. The Al Control Layer supplies a
foundational architectural primitive: a single governed path that simultaneously sees identity, content, and policy.

Comparisons with LLM gateways, Al firewalls, model-native guardrails, and agent runtime engines show that each addresses
important but partial aspects of the problem. A coherent control layer integrates these concerns. Regulatory regimes in the
EU, United States (NIST Al RMF and sector rules), Australia, and elsewhere increasingly require the kind of demonstrable,
auditable control that such a layer makes practical.
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By forcing every interaction through a single governed path, organisations regain the ability to enforce least privilege, protect

sensitive information before it reaches models, maintain consistent policy across heterogeneous Al providers, and produce the
audit evidence required by modern governance regimes. For security researchers and enterprise architects, the control layer
should be regarded as a foundational element of any serious Al security architecture. Implementations such as Hexguard Al
illustrate one concrete realisation of the pattern; the underlying architectural necessity is independent of any single vendor.
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